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Abstract: With the advancement of global digitalization, there has been a significant increase in the number of in-
ternet users and internet service traffic worldwide. Concurrently, cyber-attack behaviors such as phishing emails,
network eavesdropping, and identity forgery have become more prevalent, posing severe threats to Internet security.
To address this issue, public key infrastructure is widely used to establish a trust relationship between the two par-
ties of internet communication. In recent years, with the surge in the demand for public key certificates, the effi-
ciency of certificate management has become a core bottleneck. The emergence of automatic certificate manage-
ment technology marks the entry of public key infrastructure into a new stage of development, improving the effi-
ciency of public key certificate management and promoting the popularization of secure encrypted communication

on the internet. However, there is currently no comprehensive review that systematically discusses and summarizes
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the research related to automatic certificate management. Therefore, a comprehensive investigation was conducted

on the development of ACME technology, and the relevant international standards and academic research on auto-

matic certificate management technologies (covering relevant standards and academic research from 2019 to the

present) were sorted out. The development timeline of automatic certificate management technology was presented,

and the existing literature was classified and summarized. In addition, a set of evaluation system for automatic cer-

tificate management research was proposed, covering four dimensions: functionality, security, usability, and perfor-

mance. Based on this evaluation system, the related research work was analyzed and compared. Finally, the main

problems of the existing automatic certificate management technologies and future research directions were dis-

cussed.

Key words: automated certificate management, public key infrastructure, international standards, encrypted com-

munication
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Mueller 257!

SRR | T2 S/MIME HE 5 F1 2550 H 3h 1k i 3

FAE CA BB Ry, & HI T IR & 4t

B-DCVI® FARRI | E AL I S ST

TR B 7 2R 5 TCIRAE, OO IR AR B E
B, B EAAHIAER

Sujatanagarjuna 1) | FARWE | R ACME WS IIE BIBIACE | 742 CA SR BN R, Lk A 22 I s
ACMEH( | shipy | SEACME ICHDVY OVAEVIRR fo e oo st Tt i SRR DL 50
Newman!!3 HRIBT | AR CA BRI EE T71E CA I OIDC 4 LT 2 £ VAR B g e i X
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PR R TAE R BIE K, BRI .
IEAN, AR E EL A AR IR E R DV
WEF,  FF R VEEE T FAHUE B (PR o8, AT AR

—EREE LR T RIEWET R, N EEHME
Ko BRI, T CRLELOCSP FRIFHHGEHLHIRCE
B, Let’s Encrypt5 DigiCert 25 CA XA
W21 d. (ETEREJT T, {EKH ECDSA P-256 5
FEIEGL T, BRUCRETEZ 84 730 Bs BEHAT
fi 400 JJ Uik P52/ T2 8 GB A7

Aas ZEBIR i/ 28 T Let’ s Encrypt Tl H )
BERE L. VBN AN SEE ACME % J7 i 5 IR 5%



<10~ WZs 515 B i

12

0% A ik CA, 1ZTH BEINE T A4 IE
Tl &, HREKEAFZMIICAZ — &N
REEWAF BRI EE. B Sy, feaet
J5 1T, F3E I UE 1555 B R ) G0 E D SR HE A
W N B, AEX R 2 RS Xt . B s A
FH B AL R S5 7 TH AR BEAT VEGIT 8 . 7ERT T
i, ACME bRt T BB £ B MEZIR, JEH
SR RIEMET SR . DUH RN R 7Ty ik,
FORGE A 22 A R H R AP 1] DL AR B ) 450 25 441G
Ko fEPERERIL I, %:T CRL Y5 OCSP HE 154
B UHIAZI N 1 d;s SR A ECDSA P-256 B2}
B 852 8 4 730 B; & H A7 46 CT H & A
400 J3 kA5 148449 35.78 GB.
42 ACME R4£1#53

2019411 A, IETF K44 | RFC 8657 brift
ZARAE N DNS 3% 51 N T 1 URL 5 56030F 7794
W ESH, DA CAA SRS I i dilki i .
o, K URLZHH TR RS E CAK P, SRk
J7ESHON T IR 5E ACME WU 5% 442 o]
B IE T e A, AR B CAA DNSid 5% )
R, bR e CA ¥ AU CAA DNS it 3K X
BN, SRR T AT EHTIE CAA TR
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